IETF 93 - Connecting to the IETF wireless network if you're getting

certificate errors.

1) Manage your wireless networks

@le:‘: » Control Panel » All Control Panel ltems » Network and Sharing Center

Control Panel Home " . . . .
View your basic network information and set up connections

i | £ b See full ma
Manage wireless networks @ ﬁ* ® §u p

Change adapter settings

L_USR-PC Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network

You are currently not connected to any networks.

Change your networking settings

Gk Set up a new connection or network
- E - = 5
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

o
'% Choose homegroup and sharing options

Diagnose and repair network problems, or get troubleshooting information.

2) Add a new wireless network profile

@ledﬂ] » Control Panel » Network and Internet » Manage Wireless Networks

Click here!

Manage wireless networks that use (Wireless Network Connectio

Windows tries to connect to these netw:

Add Profile types  Network and Sharing Center

Networks you can view, modify, and reorder (1)

;i TRAININGL Security:
< [ =] Then click
Q ! Manually connect to a wireless network he re !

How do you want to add a network?

AL¢ Manually create a network profile
" This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and

security key (if applicable).

A  Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection
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3) Use the settings below. If your wireless adapter supports 5GHz, use enter “ietf’ for the

Network name. If not, use “ietf-2.40NLY”. Click “Next”.

[

@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

woiome“jetfiorietf:2 4ONLY
swwre  @WRA2ENtETprise
Encryption type: (AEs - -fmm AES
Security Key: | Leave blank:heracter

Start this connection automatically <

[ Connect even if the network is not breoadcasting
: If you select this option, your computer's privacy might be at risk.

Don’t check this! e

4) Click change connections settings

[ — )
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5) Go to the “Security” tab. Make sure the authentication method is

“Protected EAP”. Then click on “Settings”.

' cci_connect Wireless Propertise
| connection| Securtty %Thls tab

Security type: \WPA2-Enterprise v

Encryption type: | AES v

Choose a network authentication method:
(Microsoft: Protected EAP (PEAP) v || settings

v Remember my credentials for this connectio
time I'm logged on

Click here

o [ oo ]

6) Uncheck verify server certificate. Click configure, then uncheck the
option to use your Windows login information (no screenshot).

,
T

i When connecting:
ver certificate
Conni rs:
d . [ -
cawrcanuiyncheck this box!!
Trusted Root Certification Authorities:
[7] GeoTrust Global CA
GlobalSign Root CA
[7] Go Daddy Class 2 Certification Authority
[7] GTE CyberTrust Global Root ‘
[ http:/fwww.valicert.com/
[] Microsoft Root Authority

[7] Microsoft Root Certificate Authority -~
< | i |

= =

[¥]Do not prompt user to authorize new servers or trusted

certification authorities. i

Click here
Select Authentication Method:

[Secured password (EAP-MSCHAP v2) v] [ Configure... ]

Enable Fast Reconnect

["]Enforce Network Access Protection

[] Disconnect if server does not present cryptobinding TLV
["]Enable Identity Privacy

[ OK ] [ Cancel

7) Click okay on all the open
setting windows. You’re done!
You should be able to connect
to the network.

You will be prompted for the

network username and
password. Use “ietf” for both.

Page 3



